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Awareness Through Information Sharing

Incidents/Articles of Note:

o Cyberattacks in 2021 Highlighted Critical Infrastructure Risks

¢ CISA Warning: Log4j Poses Long-Term Rick To Critical Infrastructure

¢ Public Safety, Critical-Infrastructure Entities Make 4.9 GHz Proposals To FCC

¢ Tensions With Russia Prompt CISA Warning To Critical Infrastructure

e Global Critical Infrastructure Protection Leader Closes 2021 With Record-
Breaking Performance


https://fusion.vsp.virginia.gov/vfcshield/ciaware-january-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://securityboulevard.com/2021/11/cyberattacks-in-2021-highlighted-critical-infrastructure-risks/
https://www.cpomagazine.com/cyber-security/cisa-warning-log4j-poses-long-term-risk-to-critical-infrastructure/
https://urgentcomm.com/2022/01/14/public-safety-critical-infrastructure-entities-make-4-9-ghz-proposals-to-the-fcc/
https://www.natlawreview.com/article/tensions-russia-prompt-cisa-warning-to-critical-infrastructure
https://www.wfmz.com/news/pr_newswire/pr_newswire_stocks/global-critical-infrastructure-protection-leader-closes-2021-with-record-breaking-performance/article_2100a916-7c4c-59c5-994d-d815ba34a5d2.html

- Tools and Resources -

CYBER+INFRASTRUCTURE

Resource | CyberRisk Alliance

Cybersecurity in U.S. Critical
Infrastructure Report

This report is the result of a research
study based on an online CyberRisk
Alliance survey of InfraGard members,
conducted from July through September
2021.

In all, 380 respondents from the
financial services, healthcare,
manufacturing, and chemical sectors
responded to questions about their
ability to identify and protect against
malware and ransomware attacks, to
detect and respond to such attacks,
and, ultimately, their ability to recover.
The survey included specific questions
mapped to the five NIST areas (Identify,
Protect, Detect, Respond, and
Recover). Their responses provided the
basis for the Critical Infrastructure
Resilience and Readiness (CIRR)
benchmark scores covered in this
report.

Resource | CISA
Infrastructure Security

CISA works with businesses,
communities, and government at every
level to help make the nation’s critical
infrastructure more resilient to cyber
and physical threats. Everyone has a
role securing the Nation’s critical
infrastructure.

This is an open-source product. Redistribution is encouraged.


https://www.infragardnational.org/wp-content/uploads/2022/01/CRA_INMA-Cybersecurity-in-US-Critical-Infrastructure.pdf
https://www.cisa.gov/infrastructure-security
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.


https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://staffordshield.com/
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://www.louisacounty.com/2352/Shield
https://fusion.vsp.virginia.gov/vfcshield/ciaware-january-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/wp-content/uploads/2021/12/CIAware-December-2021.pdf
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